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Permission for use of Mathspace.co

(PLEASE COMPLETE IN FULL AND RETURN TO THE FRONT OFFICE)

Student Name:

Student Year in 2020 (circle one): 7 8 9 10

https://mathspace.co/ is a web-based service provider that Lanyon High School uses to enhance the

teaching and learning of Mathematics at Lanyon High School. The use of web based learning resources
and cloud based storage has risen steadily over the last decade and is increasingly being used by teachers

to improve student learning outcomes.

Our school wishes to register new students af Lanyon High School with Mathspace.co. Registering with
these providers requires that some personal information about a student in your care is divulged. This
may include: student name, student code, year group and student email address (we will only use the

minimum amount of student information).

Please indicate if you allow your child’s information to be provided to Mathspace.co to enable your child

to access these web-based providers.

MATHSPACE
O | consent to Mathspace

o I do not consent to Mathspace
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We are a community fostering excellence in

fearning, inclusivity and active citizenship




MATHSPACE : OUR PRIVACY POLICY

Protecting the privacy of all individuals, and particularly students, using Mathspace is a
priority for us. Details of how we do this are provided below.

We are committed to creating a safe and secure online environment for our users.
We strive to be as open and transparent as possible. We have endeavoured to write
this policy in a way that is clear and easy to navigate. It is important to us that our
users can easily understand the personal information we collect about them and how
we protect their privacy.

We will never sell your personal information to third parties.

We take the protection of your personal information very seriously, using the best of

modern technology feasible for us to protect data and restrict unauthorised access to
that information.

This Privacy Policy provides important information about the privacy practices of
Mathspace Pty Ltd ("Mathspace", "us”, or "we") for our website (www.mathspace.co)
and mobile applications.

If you are under 18 years of age, please be sure to read this Privacy Policy with a
parent or guardian and gain their consent prior to giving us your personal information.

This Privacy Policy explains how we collect, use, store and disclose the personal
information you provide to us as part of your use of our services. With respect to
personal information, Mathspace is referring to information which can be used to
personally identify a user, such as full name, email address or a photograph.
Within this Privacy Policy, we describe two types of users:

Personal Users (Mathspace Essentials Users and Mathspace Plus Users); and
School Users (Mathspace for Schools Learners and Mathspace for Schools Educators).

There are some differences between how we use the personal information of Personal
Users and School Users. In particular, we apply extra privacy restrictions for School
Users around advertising and to comply with laws around student privacy. Please

ensure you read all sections that are relevant to you.

We take the information you provide to us very seriously, and we strive to put you in
control of decisions around that information.

Mathspace collects the following information about you and your use of our services:
Personal information.

When you register for, browse and/or use our services, you may provide Mathspace
with "personal information” (such as your full name, email address or a photograph)
that can be used to identify you. You may choose to present that personal information
to other users (generally your parents/guardians), if you submit a request for them to

follow your progress. For School Users, your personal information is also presented to
educators in your school or district.

Information about your use of our services and other user-provided information.

We may collect usage information about your use of certain features of our services,
such as the number of problems you have attempted, the number of videos you have
viewed and the amount of time spent to complete a problem. This enables us to
better tailor educational experiences that are most appropriate for you.

Information from integrated services.

Mathspace allows for various single-sign-on (550) login options to make it easier for
students to get started and save users having to remember multiple passwords for
various services. If you choose to login through SSO or otherwise via an integrated
service such as Google, Facebook, Microsoft or other learning management system,
then Mathspace may collect personal information that is already associated with your
integrated service account. By choosing to provide such information during
registration or otherwise, you are giving Mathspace the permission to use, share and
store it in a manner consistent with this Privacy Policy.

Information obtained from other users.

We make available certain features on our services that allow other users to provide
us with information about you. This information may include personal information.
Generally, this occurs when parents or educator provide information relating to a
student. For example, a parent may register an account for their child and provide us
with certain information, such as the child’s name and email.

If a user elects to use any referral service we may provide for informing a friend about
our site, we ask them for the friend’s name and email address. Mathspace may then
send the friend an email inviting them to visit the site. Mathspace stores this



information for the sole purpose of sending this email. The friend may request to be

removed from any future emails by clicking on the unsubscribe link at the bottom of
the invitation.

Location information,

We may collect and use information about your location {such as your country) to
provide you with tailored educational experiences for your region, but we do not
collect the precise geolocation of you or your device,

To enhance our services and the services we provide.

Mathspace uses the personal information you provide or that we collect to enhance
our relationship with you and to operate, maintain, enhance and provide all of the
features and services that we provide. Mathspace, for instance, remembers your
recent activity so we can recommend the most appropriate content for you on your
next visit. If you have given Mathspace consent, we may use your personal
information to provide you with information about Mathspace’s features, services and
other offerings that may be of interest to you. Under certain circumstances and if we
obtain your consent (for example, if You submit a testimonial and agree to make it
public), we may post your personal information on our website.

To understand how you and other users use our services.

Mathspace uses any nhon-personally identifiable information that you provide or that
we collect from users in an aggregated format to understand and analyse the usage
trends, learning behaviours and preferences of our users, to improve the way our
services work.and look, and to create new features and functionality.

To enable your participation in Mathspace partnership arrangements.

From time-to-time, it is possible that our website will request information from users
via surveys or contests. These contests may be run by third party partners and
participation in these surveys or contests is completely voluntary and the user
therefore has a choice whether or not to disclose information as part of that
participation. If you grant us permission to share your personal information with
authorised partners, not-for-profit organisations and other entities that are not
affiliated with Mathspace, we will only provide to these third parties the information
you have authorised or asked us to share to these third parties.

Ownership of data for School Users
In addition to presenting student data within our service we provide Schools the
ability to download data of student activity on our Services to a CSV file. This data is

owned by the School and continues to be the property of and under the control of the
School.

Data retention.

Any user may request a deletion of account details at any time. School administrators
may also request a deletion of account details at any time on behalf of their School
users. In such cases we will first allow the school to download any data to a CSV file for
their ownership. We will then proceed to delete any personal data including names,
emails and School name from our database. We will maintain deidentified

transactional data for the purposes of improving our adaptive recommendations to all
users which is a core part of our service.

For all account deletion requests we may continue to store data on our backup

databases for a period of Up to 90 days as part of our regular backup processes for
restoring user data in case of emergency.

Technical information.

To provide a personalised learning and high-quality experience for our users, we may
use various technologies that automatically record certain technical information from
your browser or device, including standard log files, or web beacons. This technical
information may include your internet protocol (IP) address, device or browser type,
internet service provider (ISP), referring or exit pages, clickstream data, operating
system and the dates and times that you visit our website. We do this to better

understand how our users are using our website so we can improve site functionality
and the services we offer you.

Like most websites, whether or not you are a registered member, we may send one or
more cookies — small text files containing a string of alphanumeric characters —to your
computer. Cookies remember information about your activities on a website and
enable us to provide you with a more personalised learning experience. Mathspace
may use both session cookies and persistent cookies. A session cookie disappears
automatically after you close your browser. A persistent cookie remains after you
close your browser and may be used by your browser on subsequent visits to our
website. You can, however, remove a persistent cookie at any time. Please review
your web browser "Help" file to learn the proper way to modify your cookie settings.



However, without cookies you will not have access to certain services and features on
our website.

Mathspace uses a variety of third-party service providers to provide the best possible
service to our users such as Intercom for customer support, Google Analytics to
understand our website usage and New Relic to monitor the performance of our
servers. We may share information with such parties only as far as we need to for the
purposes of customer support, communication with users and for improving our
services. We may also allow third-party service providers to place and read their own
cookies, web beacons and similar technologies to collect information through our
website. This information is collected directly and automatically by these third parties,
and Mathspace does not participate in these data transmissions. Mathspace will,

wherever feasible, contractually obligate our third-party service providers to abide by
the terms of this Privacy Policy.

Except for the purposes provided in this Privacy Policy, Mathspace WILL NOT disclose
the information that it obtains from you to third parties without your express written
permission, or where we believe, in good faith, that the law requires us to disclose the
information. .
Mathspace WILL NOT sell, trade or assign any unaggregated personal information that
it collects to third parties. We, however, may aggregate the information that we
collect from users of our website to create demographic profiles and performance
profiles regarding the progress of students who use our services.

Mathspace may share aggregated information with marketing professionals or
potential investors. This aggregated information will be compiled and reported in the
form of ANONYMOUS group statistics only in such a manner that makes individual
student users unidentifiable. ,

We may be required to disclose personal information in response to lawful requests,
such as subpoenas or court orders, or in compliance with applicable laws.

Advertising to personal users

Mathspace undertakes various marketing and advertising activities online to make

potential users aware of our services. As part of this, we may use third party software
to collect information about visitors’ interaction with our services that does not

personally identify them. This information may include the content you view, the date

and time that you view this content and your location information associated with

your IP address. We use this data to serve relevant advertisements to visitors and
personal users.

We will never knowingly advertise products and services targeting visitors identified as
School Users.

We may share anonymous o_.Ammm_\mmmﬁm data to improve our services and learn more
about our users.

In certain occasions, Mathspace may work with business partners to improve our
services or offerings. We may disclose automatically collected and other aggregate
non-personal information to authorised business partners to conduct rasearch on
online education or assist in understanding the usage, viewing and demographic

patterns for certain programs, content, services, promotions and/or functionality of
our services.

We may share data when necessary or appropriate to protect Mathspace or others.
Mathspace may disclose information that we believe, in good faith, is appropriate or
necessary to take precautions against liability; to protect Mathspace from fraudulent,
abusive or unlawful uses; to investigate and defend ourselves against any third-party
claims or allegations; to assist government enforcement agencies; to protect the
security or integrity of our services; or to protect the rights, property or personal
safety of Mathspace, our users or others.

Following sections outline your rights to your personal information. To exercise any of
your rights, email us at privacy@mathspace.co

Access/ update your personal information

You can access the personal information we hold about you in a human readable
and/or industry standard format. We also provide facilities on our services for you to
update your personal information. If you cannot find a way to update certain personal
information yourself, or if you think that any personal information we hold about you

is inaccurate, contact us and we will take reasonable steps to ensure that it is
corrected.

Delete your personal information

You can request to have your personal information permanently deleted from our
services. Please allow 90 days from the date of the request for removal from our
services and those of our third parties to be completed.

Ask to stop processing your personal information



sensitive information, we encrypt the transniission of that information using secure
socket layer technology (SSL) or similar technologies. However, no data transmissions
over the internet can be guaranteed to be 100% secure. no:mmn_cm:zs we cannot

ensure or warrant the security of any information You transmit to us and you do so at
your own risk.

your personal information, then we will attempt to notify you electronically so that

YOu can take appropriate Pprotective steps. We may also post a notice on our website if
a data security incident occurs.

Disclosure of personal information outside Australia

As mentioned above, we disclose personal information outside of Australia to Amazon
Web Services, our website host, which is located in the United States,

When you provide your personal information to Us, you consent to the disclosure of
your information outside of Australia (including to the United States, for the purposes
mentioned above) and acknowledge that we are not required to ensure that overseas
recipients handle that personal information in compliance with Australian privacy
laws. We will, however, take steps to ensure that any overseas recipient will deal with

such personal information in a way that is consistent with Australian Privacy
Principles.

Making a complaint

Ifyou think we have breached any laws relating to privacy, or you wish to make a
complaint about the way we have handled your personal information, YOu can contact
us using the details set out below (under "Contact Us"). Please include your name,
email address and/or telephone number and clearly describe your complaint. We wilj

satisfactorily, we will provide you with information about the further steps you can
take.

Contact Us -

For further information about this Privacy Policy, or our privacy practices, or to access

Or correct your personal information, or to make a complaint, please contact us using
the details set out below:

Mathspace Pty Ltd

Suite 1102 418A Elizabeth St
Surry Hills NSW 2010, Australia
uz<mn<@3m§mum_nm.no



